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Introduction to Palo Alto 

1.1 What is a Palo Alto Firewall? 

1.2 Palo Alto Security Operating Platform and Architecture 

1.3 Palo Alto Managing the Firewall – Management Methods 

1.4 Palo Alto Managing the Firepower – Initial Setup 

1.5 Palo Alto Configuration Management 

1.6 Palo Alto Licensing and Updates 

1.7 Palo Alto Account Administration 

1.8 Palo Alto Viewing and Filtering Logs 



Palo Alto Interfaces/Zones 

2.1 Palo Alto Security Zones 

2.2 Palo Alto Tap Interfaces 

2.3 Palo Alto Wire Interfaces 

2.4 Palo Alto Layer 2 Interfaces 

2.5 Palo Alto Layer 3 Interfaces 

2.6 Palo Alto Virtual Interfaces 

2.7 Palo Alto VLAN Interfaces 

2.8 Palo Alto Loopback Interfaces 

2.9 Palo Alto Policy-Based Forwarding 

Palo Alto Security Policies 

3.1 Palo Alto Security Policy Fundamentals 

3.2 Palo Alto Creating Security Policies 

3.3 Palo Alto Scheduling Security Policies 

3.4 Palo Alto Managing the Policy Rule Set 

3.5 Palo Alto Address Objects 

3.6 Palo Alto Service Definitions 

3.7 Palo Alto Global Find 

3.8 Palo Alto Traffic Logs 

Palo Alto Network Address Translation (NAT) 

4.1 Palo Alto Network Address Translation (NAT) 

4.2 Palo Alto Source NAT 

4.3 Palo Alto Destination NAT 

Palo Alto APP-ID 

5.1 Palo Alto What is App-ID? 

5.2 Palo Alto Using App-ID in Security Policies 

5.3 Palo Alto Identifying Unknown Application Traffic 


